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Adversary Methods in the 2024

Elastic Global Threat Report

We're seeing Credential Access, Defense Evasion,
and Persistence in cloud environments

98% of Credential
Access was Brute Force

Modifying infrastructure like

Cloud environments can be protected

with CIS benchmarks

IAM includes high value
user and service accounts

Elastic Security Labs saw failed checks across every major

applications and CI/CD pipelines

CSP. Check your cloud environment for misconfigurations.

32.90%
Credential
Access

® Failed finding percentage ® Passed finding percentage

< Microsoft Azure

> < Amazon Web Services

What’s changed
since last year?

Access techniques —

| 000 @
32.53% . . ’ . . '
Defense
Evasion T
Persistence
Google | ..‘..
Cloud
> 000d¢
00000
Azure —
000d¢
> < Google Cloud >
0% 20% 40% 60% 80% 100%
e A 3% increase in Credential A 6% decrease in * Persistence techniques

Defense Evasion increased by 8%

N

specifically Unsecured techniques
Credentials, which rose 31%
Within endpoints, adversaries are:
) Vulnerability exploitation lets
Defense Evasion adversaries inject and execute code
Execution
Persistence
Credential Access There is no singular goal for adversaries; we observed
Command and Control data gathering, obfuscation, DLL loading, and more
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Privilege Escalation
Lzt Mevame Adversaries push for efﬂaent actions
that can occur automatically
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Techniques observed in Windows endpoints (92.7% of OS telemetry)
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2025

is coming — consider o
doing the following:
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< Execution

Calculate your CIS benchmark
score and plan how to raise it

Follow @ElasticSecLabs on X

Download the full
Elastic Global Threat Report

are ~70% of observed behaviors
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o Audit your protections library with Elastic Security Labs’
Detection Engineering Behavioral Maturity Model.

Focus on addressing:

Persistence
Credential Access

« Defense Evasion .
«  Execution .


https://www.elastic.co/security-labs/elastic-releases-debmm
https://www.elastic.co/resources/security/report/global-threat-report
https://x.com/elasticseclabs

